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SOFTWARE SAFETY ASSURANCE SYSTEM

0 Introduction

Software Safety Assurance System encompasses the following tasks:

1) Software Safety Assurance System overall Objectives

2) Software Assurance Level

3) Software Safety Assessment

1) Software Safety Assessment Initiation

2) Software Safety Assessment Planning

3) Software Safety Requirements Specification

4) Software Safety Assessment Validation, Verification & Process Assurance 

5) Software Safety Assessment Completion

The implementation of the Software Safety Assurance System is the responsibility of the ANSP (Air Navigation Service Provider).

1 SOFTWARE SAFETY ASSURANCE SYSTEM OVERALL OBJECTIVES

The following objectives have to be satisfied whatever the SWAL (SoftWare Assurance Level) as they are dedicated to set-up a Software Safety Assurance System, which aims at (but is not limited to) allocating SWAL to software. This Software Safety Assurance System is a part of the Safety Management System of an organisation and consequently does not only apply to one software but to any software under the responsibility of that organisation.

Note: The Software Safety Folder is defined and described in Chapter 8 of this document.

	Obj

N°
	ALs 

Objectives

Title/Topic
	OBJECTIVES
	Output

	
	
	
	

	3.0.1
	Implementation
	ANS SW Lifecycle V2.0 Part I-Chap 1 §1

A Software Safety Assurance System should be defined, implemented and documented (as part of the overall System Safety Assessment Documentation).
	Software Manual

 (Part of the Safety Management System)

	3.0.2
	Requirements Correctness and Completeness
	ANS SW Lifecycle V2.0 Part I-Chap 1 §1
The software requirements should correctly state what is required by the software, in order to meet safety objectives and requirements, as identified by the risk assessment and mitigation process.
	SSF

Part VII

	3.0.3
	Requirements Traceability Assurance
	ANS SW Lifecycle V2.0 Part I-Chap 1 §1
All software requirements should be  traced to the level required by the SWAL (so to the level which is to be demonstrated)
	SSF

Part VII

	3.0.4
	Unintended Functions
	ANS SW Lifecycle V2.0 Part I-Chap 1 §1

The software implementation should contain no functions, which adversely affect safety or whose effect is not consistent with the safety analysis.
	SSF

Part VII

	3.0.5
	SWAL Allocation
	ANS SW Lifecycle V2.0 Part I-Chap 1 §1 and §2

Any ANS software intended for operational use should be allocated a SWAL. 

SWAL definitions are provided in Chapter 2 §2 of this document.
	SSF

Part II

	3.0.6
	Requirements Satisfaction Assurance
	ANS SW Lifecycle V2.0 Part I-Chap 1 §1

The ANS software should satisfy its requirements with a level of confidence which is consistent with the SWAL allocated during PSSA.
	SSF

Part VII

	3.0.7
	Configuration Management

Assurance
	ANS SW Lifecycle V2.0 Part I-Chap 1 §1

Any Assurance should be at all times derived from a known executable version of the software, a known range of configuration data, and a known set of software products and descriptions (including specifications) that have been used in the production of that version.
	SSF

Part VII

	3.0.8
	Assurance Rigour Objective
	ANS SW Lifecycle V2.0 Part I-Chap 1 §1

The assurance and the levelling of assurance should give sufficient confidence that the ANS software can be operated, as a minimum, acceptably safely.
	SSF

Part VII

	3.0.9
	Assurance Rigour Criteria
	ANS SW Lifecycle V2.0 Part I-Chap 1 §1

The variation in rigour of the assurance per software assurance level should be specified with the following criteria: 

· required to be achieved with  independence, 

· required to be achieved, 

· not required.
	Software Manual (Part of the Safety Management System)

	3.0.10
	SWAL Assurance
	ANS SW Lifecycle V2.0 Part I-Chap 1 §1

Assurance should provide confidence that SWAL is satisfied.
	SSF

Part VII

	3.0.11
	SWAL Monitoring
	ANS SW Lifecycle V2.0 Part I-Chap 1 §1

Assurance should be given that once in operation the software meets its SWAL through monitoring. Feedback of ATM software experience should be used to confirm that the Software Safety Assurance System and the assignment of assurance levels is appropriate. For this purpose, the effects resulting from any reported software malfunction or failure from ATM operational experience, should be assessed in respect of their mapping to SWAL definition (See Chapter 2 of this document) . 

(Reported Software malfunction or failure are output of the ATM occurrence reporting system as part of the ATMSP Safety Management System)
	SSF

Part VII

	3.0.12
	Software Modifications
	ANS SW Lifecycle V2.0 Part I-Chap 1 §1

Any change to the software should lead first to re-assess the safety impact of such a change on the system and then on the SWAL allocated to this software.
	SSF

Part V

	3.0.13
	COTS
	The same level of confidence, through any means chosen and agreed with the Designated Authority, should be provided with the same software assurance level for developmental and non-developmental ATM software (e.g. Commercial Off The Shelf software, etc).
	SSF

Part VI

	3.0.14
	Independence
	ATM software components that cannot be shown to be independent of one another should be allocated the software assurance level of the most critical of the dependent components.
	SSF

Part II 

	3.0.15
	All on-line aspects of SW operational changes
	The Software Safety Assurance System should deal specifically with software related aspects, including all on-line software operational changes (such as cutover/hot swapping).


	SSF

Part II


Note (Objective 3.0.4): This objective does not mean that there should not be any unintended function in the software, but that these functions are not activated or that the consequences of them being activated is not more critical than what the allocated SWAL ensures.

Note (Objective 3.0.10): Assurance may be based on direct or back-up arguments and evidences.

Note (Objective 3.0.11): This objective will also help in the future to assess whether the set of objectives recommended to satisfy a SWAL is the appropriate one (too demanding or not enough).

1.1 SOFWARE SAFETY ASSESSMENT INITIATION

	Obj

N°
	ALs 

Objectives

Title/Topic
	OBJECTIVES
	SWAL
	Output

	
	
	
	1
	2
	3
	4
	

	
	
	
	
	
	
	
	

	3.1.1
	System Description
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.1

The Software purpose should be defined. 

Operational scenarios should be defined (especially HMI: Operator Handbook should define the mode of operation and the human-machine interface).

The Software/System functions and their relationships should be defined.

Software boundaries should be defined (operational, time, ..)

Software external interfaces should be described.
	
	
	
	
	SSF

Part I

	3.1.2
	Operational Environment
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.1

Develop a level of understanding of the Software and its environment (physical, operational, control functions, legislative etc) sufficient to enable the other safety lifecycle tasks to be satisfactorily carried out.
	
	
	
	
	SSF

Part I

	3.1.3
	Regulatory Framework
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.1

Safety regulatory objectives and requirements should be defined.
	
	
	
	
	SSF

Part II

	3.1.4
	Applicable Standards
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.1

Safety standards applicable to the Software should be defined.
	
	
	
	
	SSF

Part II

	3.1.5
	System FHA  & PSSA Output
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.1
The result of the system FHA (Functional Hazard Assessment) or PSSA  (Preliminary System Safety Assessment) should be made available.

Results of similar system safety assessment should be used as a reference.
	
	
	
	
	SSF

Part II


Note: A system (People, procedure, equipment) safety assessment has to be performed first, then the output of it are re-assessed during the equipment safety assessment and then software safety assessment.

1.2. SOFTWARE SAFETY ASSESSMENT PLANNING

	Obj

N°
	ALs 

Objectives

Title/Topic
	OBJECTIVES
	SWAL
	Output

	
	
	
	1
	2
	3
	4
	

	
	
	
	
	
	
	
	

	3.2.1
	Software Safety Assessment Approach
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.2

The overall approach for the Software Safety Assessment across Software Lifecycle should be defined and documented.
	
	
	
	
	SSF

Part III

	3.2.2
	Software Safety Assessment Plan
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.2

A plan describing the software safety assessment steps should be produced (e.g. approach, relations between safety assessment and software lifecycle, deliverables (content and s-date), relations with software/system major milestones, project risk management due to safety issues, responsibilities, persons, organisations, risk classification scheme, safety objectives definition approach, hazard identification methods, safety assurance activities, schedule, resource)
	
	
	
	
	SSF

Part III

	3.2.3
	Software Safety Assessment Plan Review
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.2

The Software Safety Assessment plan should be reviewed and commented for suitability and approval.
	
	
	
	
	SSF

Part III

	3.2.4
	Software Safety Assessment Plan Dissemination
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.2

The Software Safety Assessment plan should be made available to the interested parties.
	
	
	
	
	SSF

Part III


Note: these objectives do not recommend neither a specific packaging of a SW safety assessment plan, nor a separate plan (the plan can be part of a (sub-)system plan).
1.3 SOFTWARE REQUIREMENTS SPECIFICATION

	Obj

N°
	ALs 

Objectives

Title/Topic
	OBJECTIVES
	SWAL
	Output

	
	
	
	1
	2
	3
	4
	

	
	
	
	
	
	
	
	

	3.3.1
	Failure Identification
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.3

Failures should be identified by considering various ways Software can fail and by considering the sequence of events that lead to the occurrence of the failure.

The list of single or multiple failures should be drawn. 

The combination of failures should be identified.
	
	
	
	
	SSF

Part II

	3.3.2
	Failure Effects
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.3

The effects of failure occurrence should be evaluated.

The hazards associated with failure occurrences should be identified in order to further complete the list of hazards initiated during FHA and further completed during PSSA.
	
	
	
	
	SSF

Part II

	3.3.3
	Assessment of Risk
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.3

The purpose of this objective is to classify hazards according to the severity of their effects in order to further complete the list of hazards and Safety Objectives initiated during FHA and further completed during PSSA.
	
	
	
	
	SSF

Part II

	3.3.4
	Software Requirements Setting
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.3

For each function and combination of functions to which software participates,

· Refine the functional breakdown;

· Evaluate system architecture(s);

· Apply risk mitigation strategies;

· Apportion Safety Objectives into Safety Requirements;

· Balance Safety Requirements.
The purpose of this objective is to re-assess and to further complete the output of the PSSA when performing software-related activities.

Software Requirements should be compliant with the System Safety Objectives.

(System Safety Objectives specify the maximum acceptable frequency of occurrence of a hazard).
	
	
	
	
	SSF

Part II

	3.3.5
	SWAL Allocation
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.3

A SWAL should be allocated to the software.
	
	
	
	
	SSF

Part II


Note: Software “safety” requirements are not limited to the SWAL identification. See Chapter 4 §3 Objective 4.3.4.  Consequently, in this document, it is always mentioned software requirements and not software safety requirements as the same requirement can be classified in many aspects: performance, security, interoperability, safety .. It is the role of the System Safety Assessment and of the Software Safety Assurance System to ensure that software requirements that are necessary and sufficient to be specified to ensure an acceptably safe operation have been identified and verified.
1.4. SOFTWARE SAFETY ASSESSMENT VALIDATION, VERIFICATION AND PROCESS ASSURANCE

	Obj

N°
	ALs 

Objectives

Title/Topic
	OBJECTIVES
	SWAL
	Output

	
	
	
	1
	2
	3
	4
	

	
	
	
	
	
	
	
	

	3.4.1
	Software Safety Assessment Validation
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.4

Ensure that Software Requirements are complete and correct.

Traceability, review and tracking of software safety requirements should be performed.
	
	
	
	
	SSF

Part III

	3.4.2
	Software Safety Assessment Verification
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.4

Software Requirements should be consistent with the outcomes of the hazard effects and hazards description and classification and with Safety Objectives.
	
	
	
	
	SSF

Part III

	3.4.3
	Software Safety Assessment Process Assurance
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.4

The performing of every step of the Software Safety Assessment should be ensured.
	
	
	
	
	SSF

Part III


Note (Objective 3.4.1): tracking means: follow-up 

1.5. SOFTWARE SAFETY ASSESSMENT COMPLETION

	Obj

N°
	ALs 

Objectives

Title/Topic
	OBJECTIVES
	SWAL
	Output

	
	
	
	1
	2
	3
	4
	

	
	
	
	
	
	
	
	

	3.5.1
	Document Software Safety Assessment Process Results
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.5

The Software Safety Assessment process results should be documented.
	
	
	
	
	SSF



	3.5.2
	Software Safety Assessment  Documentation Configuration Management
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.5

Software Safety Assessment documentation should be put under configuration management.
	
	
	
	
	SSF

	3.5.3
	Software Safety Assessment Documentation Dissemination
	ANS SW Lifecycle V2.0 Part I-Chap 1 §3.5

Software Safety Assessment documentation should be disseminated to interested parties.
	
	
	
	
	SSF


Note: As the purpose of this task is to contribute to populate the Software Safety Folder, no particular part but the overall Software Safety Folder is concerned.
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